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»Direct access” refers to cases where authorities access data
without the help of an intermediary, for instance following the
seizure of a device (”extended search”) or following the lawful
acquisition of login information (”remote search”). The national
law in atleast 20 Member States empowers authorities, subject to
judicial authorisation, to seize and search a device and remotely
stored data accessible from it, or to use credentials for an account
to access and search data stored under that account. This tool
becomes more relevant as data is now regularly stored not on the
local device but on servers in a different location, possibly outside
of the Member State concerned or even outside of the EU”*
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DIP Y TOYPND MININ DYV PIX N Wpna .(Extended Nonw N1TNS NMNNa
VT IPN DNYV NN HY PN

»Therefore, remote access could be considered in situations
where other forms of access (e.g. direct cooperation with service
providers) are: not possible or cannot be considered as feasible:
e.g. thelocation of the provider is unknown, such as Telegram; 738
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European Commission, /mpact Assessment: Proposal for a Regulation of the European Parliament and ¥
of the Council on European Production and Preservation Orders for electronic evidence in criminal
matters and Proposal for a Directive of the European Parliament and of the Council laying down
harmonized rules on the appointment of legal representatives for the purpose of gathering evidence in
criminal proceedings SWD 118, 11 (2018).
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For users who signed in from the European Economic
Area (EEA) or United Kingdom, the General Data
Protection Requlations (GDPR) are supported by
storing data only on servers in the Netherlands, and
designating a London based company as their
responsible data controller
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